Manual Penguna bagi Penetapan Email Google Workspace UPTM

Manual ini bertujuan untuk membantu pengguna menetapkan 2-Step Verification bagi akaun

emel Google Workspace UPTM secara mudah dan selamat.

Langkah 1: Log Masuk ke Akaun Gmail Anda

Buka pelayar web (seperti Google Chrome atau Microsoft Edge).

Masukkan alamat emel Google Workspace anda (contoh: user@uptm.edu.

my).

1.
2. Layari laman web https://mail.google.com.
3.
4. Masukkan kata laluan dan klik Next.
-
)
Sign in :tes)t_‘air(arur:@up:m edu.my
with your Google Account. This account will be available to Forgot email?

other Google apps in the browser.

~

C]
Welcome

@ test kaun@uptmedumy v )

English (United States)  +

D Show password

Forgot password? m

velp Py Tems

Rajah 1: Login ke akaun emel google workspace UPTM

Langkah 2: Paparan Tetapan 2-Step Verification

Situasi 1: Pertama Kali Log Masuk

1. Selepas log masuk, anda akan melihat paparan meminta anda menetapkan 2-Step

Verification.

2. Klik butang "ENROLL" untuk meneruskan tetapan.

Google

Don't get locked out

‘Your domain will soon enforce 2-Step
Verification to ensure better account
security.

This policy will be enforced from Aug 8,
2025 which means that you will be
asked to enter a one time password
when signing in.

To avoid being locked out of your
account please enroll into 2-Step
Verification now.

Learn more about 2-Step Verification

ENROLL

Do this later

Rajah 2: Paparan setting 2-Step Verification



https://mail.google.com/

Situasi 2: Terlepas Buat Tetapan Sebelum Ini

1.

Jika anda pernah log masuk sebelum ini tetapi belum menetapkan 2-Step Verification,

sistem akan meminta anda memasukkan backup code. Masukkan backup code dan klik

butang “Next”. (lihat rajah 3)
Langkah penting:

Mohon backup code daripada:
v’ Jabatan ICT UPTM
v' Emel: ict@uptm.edu.my

G

2-Step Verification

To help keep your account safe, Google wants to make sure it's
really you trying to sign in

\o test_akaun@uptm.edu.my - )

English (United States) =

2-Step Verification

Based on your organization’s policy, you need to turn on 2-Step
verification. Contact your administrator to learn more.

Enter one of your 8-digit backup codes

Enter a backup code

Don't ask again on this device

Terms.

Try ancther way

Help  Privacy

Rajah 3: Paparan untuk masukkan backup code

Selepas log masuk berjaya, klik pada icon user (kotak bertanda merah pada rajah 4) dan

kemudian klik butang “Google Account settings”

@ @

® Active v

test_akaun@uptm.
Managed by uptm.

e

Hi, test!

Enable desktc
notifications

ny An 8-digit backup code - rather t
Authenticator app, someone might £

count test_akaun@uptm.edu.my is n

password

-+ Add account

Privacy Policy

-
';!:‘UPT u|

Google Account
test akaun
test_akaun@upim.edu.my

@ You could lose access to Gmail

A recovery phone will help if you forget your

Dismiss Add recovery phone

[ signout

+ Terms of Service

(  Google Account settings )

Rajah 4: Paparan Google Account settings



3. Klik pada “Security” - kotak merah pada rajah 5.

Google Account

@ Home
r;_'E', Personal info

C® Data & privacy

|‘2| Security I

2»  People & sharing

B Payments & subscriptions

@ About

Welcome, test akaun

Manage your info, privacy, and security to make Google work better for

Transfer your content X

) . Transfer your email and Google Drive files to
W another Google Account

Start transfer

Q. Search Google Account

Rajah 5: Setting Security

Langkah 3: Setting Authenticator

1. Klik pada “Authenticator” seperti kotak merah dalam rajah 6 dan paparan kod QR akan
dikeluarkan dan imbas mengunakan apps Google Authenticator seperti rajah 7.

< 2-Step Verification

Turn on 2-Step Verification

Prevent hackers from accessing your account with an
additional layer of security.

Unless you're signing in with a passkey, you’'ll be asked
to complete the most secure second step available on
your account. You can update your second steps and
sign-in options any time in your settings. Go to Security
Settings =

Turn on 2-Step Verification

Second steps

:? Passkeys and security keys

D Google prompt

rn n'|
I.” nJ

Authenticator

El Phone number

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

Add a security key >

>
Add authenticator app >
Add a phone number +

Rajah 6: Setting Authenticator




Langkah 4: Aktifkan Aplikasi Google Authenticator

1. Buka aplikasi Google Authenticator di telefon bimbit anda.
Jika belum ada, sila muat turun dari:

> Google Play Store (Android)

> App Store (i0S)

2. Imbas kod QR yang dipaparkan pada skrin (semasa Langkah 3) dan klik butang “Next” pada
paparan kod QR.

3. Selepas berjaya setting akaun di Google Authenticator, aplikasi akan menjana kod 6 digit
yang berubah setiap beberapa saat.

1001400 . - KR 514 68%0
MY Celco... 13:37 (4 60 Q% 7 00 il ) 89%
400 . < 8
< google authenticator Q 9 s ]
= Google Authenticator -
Sponsored
Authenticator App - Safe...
SafeAuth Services. * Tools
48w 2 3+ in-app purchase
Contains ads
Authenticator para facebook - Comece gratis hoje - A
Verificacao de dois fatores
Google Authenticator .
';(‘ & Installed @ Stronger security with
Google Authenticator
4.7 % 100M+
580K reviews @ Rated for 3+ © Downloads Get verification codes for all your accounts
using 2-Step Verification
4 Ask Play about this app New!
Ask a question about this app
/|
How do | add an account to Google Authentica ‘
Can | use Google Authenticator to secure multi
. . N N
s : ) +
o 3 »
(= 83 Q [l 1l (o) <
Games Apps Search Books i i i O:‘ IS z " h . y
400 < s Set up authenticator app ( [ 2:33 ] " ?ﬁ
= Google Authentica = + Inthe Google Authenticaor app 1ap the + = Google Authenticator o

+ Choose Scan a QR code

Search...

Google: test_akaun @uptm.edu.my

473 821 4

Can'tscanit?

i
Scan a QR code =

Enter a sotup key

] (@) <

Rajah 7: Setting Authenticator


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en&pli=1
https://apps.apple.com/my/app/google-authenticator/id388497605

Langkah 5: Masukkan Kod 6 Digit dari Google Authenticator

1. Masukkan kod 6 digit yang terpapar pada aplikasi Google Authenticator ke dalam ruangan
yang disediakan di skrin.

++» Contoh: 473 821
2. Klik Verify.

Set up authenticator app

Enter the 6-digit code you see in the app

Enter Code

Back Cancel Verify

Rajah 8: Input kod google Authenticator

@ Selepas pengesahan berjaya, 2-Step Verification anda telah diaktifkan.

<« 2-Step Verification
Turn on 2-Step Verification o)
a | (o]
Prevent hackers from accessing your account with an * A
additional layer of security. b
]
Unless you're signing in with a passkey, you’'ll be asked L \ °

to complete the most secure second step available on
your account. You can update your second steps and
sign-in options any time in your settings. Go to Security
Settings =

Turn on 2-Step Verification

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:? Passkeys and security keys @ Adda security key >

D Google prompt >
rn n" N .

\O#% Authenticator (@ Added 2 minutes ago >
El Phone number @ ~dd a phone number +

Rajah 9 : Authenticator telah diaktifkan.



You're now protected with 2-Step Verification

[

‘When signing in you’ll be asked to complete the most secure second step, so
make sure this info is always up to date

el B
IE% Authenticator @ Added 5 minutes ago

Rajah 10: 2-Step Verification telah diaktifkan



